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O6 yTBepXaeHun Mpasun goctyna

B nomeLleHns MbY «MoLj
NpPeAoCTaB/EHNSA TOCYAaPCTBEHHbIX

N MYHULMNANbHLIX YCnyr 1. KNnHUbI»

B KOTOPbIX BELETCA IKCnayaTaumns CpeacTs
KpunTorpaguyeckomn 3amTbl MHHoOpMaLmm

B cootBeTcTBUM C PefepasbHbIM 3aKOHOM 0T 27 uiona 2006 r. Ne 152-®d3 «O
MEePCOHa/IbHLIX AaHHbIX», B LeNnsx obecriedeHnss 6e30MacHOCTY KOH(MAEHLMaIbHOW
MH(OopMaLMK 1 MHOPMaLMK, COoLepXKaLLeil NepcoHaslbHble JaHHbIE,

NMPUKASBIBAIO:

1 YT1Bepauth lNpaBuna goctyna B nomeweHns MbY «M®L, npenocTtasneHus
rOCY[apCTBEHHbIX W MYHUUMNaNbHLIX Yycnyr r. KAnHUbI» B KOTOPbIX BefeTca
aKCnlyatauma CpeacTs KpunTorpauyeckoim 3awutbl MHGOpMauMnM UM BBECTU B
[leCTBME C MOMEHTA MoAnucaHna npukasa (ganee - MNpasuna).

2. HavanbHuky otgena [Monewyk VipuHe MwuxaitfioBHe 03HaKOMWUTb
pPabOTHMKOB yupexaeHns ¢ HacToAwmMmu Mpasunamu 1o 06.08.20109.

C nprKa3oM 03HaKOM/IeHa:

HauanbHUK oTgena 9“ M M /O .M. lNonewyk



COrACoOBAHO YTBEPXAEHDI

Mpeacepartens Mo npunkasom MBY «MdL]
4( npegocTaBfieHNs rocy4apCcTBEHHbIX U
V.M. MoneLuyk MYHUUMNANbHbLIX YCNYT I. KNUHUBI

M /OIT— 2019 oT 02.08.2019 Ne 135

Mpasuna goctyna B nomeweHns MBY «M® L npegoctasneHnsa rocyaapCTBeHHbIX U
MYHULMNaIbHBLIX YCIyr r. KNvHLbI» B KOTOPbIX BEAETCA 3KCMyartauma CpeacTs
KpUnNTorpauyeckon 3awmTtbl MHpOPMaLMn

1 ObWME MOJTOXXEHWA

1.1. HacTosuas VHCTPYKLUMSA paspaboTaHa B Lenax obecneyeHns 6esonacHoOCTH
KOH(hMAEHUMaNbHOM NHopMaLMn U UHGpopMaLmMKn, CoaepXXaleil nepcoHanbHble AaHHble (fanee -
MHOPMaLMA OrpaHUYeHHOro [0CTyrna), CPeACTB BblYUCNTENIbHON TEXHUKU WH(OPMAaLMOHHbIX
cucTtem, 06pabaTtbiBalOWMX WHMOPMALMIO OrpaHUYeHHOro [0CTyna, MaTepuasibHbIX HOCUTenen
MH(OPMaLUM OrpaHMYEHHOro A0CTyNa, a Takxxe 06ecneyeHUs BHYTPUOOBEKTHOIO PeXxXnma.
O6bekTamn oxpaHbl MBY «M®LL npefocTaBneHnsa rocyfapCTBEHHbIX U MyHULMNANbHbIX YCAYT T.
KnunHubl» (ganee - YupexaeHue) ABNAOTCA:

1) nomelleHWs, B KOTOPbIX MNpoucxoguMT 06paboTka WMH(OpMauMM OrpaHMYeHHOro AocTyna ¢
NCMoNb30BaHWEM CPELCTB aBTOMaTU3aLLNN;

2) TnNOMeLleHns, B KOTOPbIX YCTaHOB/IEHbl KOMIMbIOTEPbI, CEPBEPbI W KOMMYTALMOHHOE
obopyfoBaHMe, 3alMLleHHble CpeAcTBaMU  KpunTorpaguyeckon 3awmntbl (ganee - CK3WN).
yyacTsytolme B 06paboTke MHPOPMaLMN OrpaHMYEHHOr0 LOCTYNa;

3) NnomelLeHUs, B KOTOPbIX XpPaHATCA KtoYeBble JOKYMeHTbl CK3W.

1.2. BECKOHTPO/bHbIA [0CTYN MOCTOPOHHWUX /UL, B YKa3aHHble TMOMeLWeHNa [0/MKeH ObiTb
WNCK/IOYEH.

1.3. K cnegywolinmMm KaTeropuam OOBLEKTOB OXpaHbl YupexieHuUs (Janee - CcrheynoMeLleHus)
NPeabsaBAAOTCA  YXXeCTOUYEHHble TpeboBaHMSA MO 6e30MacHOCTU: TMOMELLEeHMA, B KOTOPbIX
yctaHoBnieHbl CK3W, npegHasHavyeHHble Ans W(POBaHUA MHGHOPMaLMN OrPaHNYEeHHOro AocTyna
(B TOM 4yncne KNOYeBble JOKYMEHTbI).

1.4.0TBeTCTBEHHOCTb 32 COGMOAEHME MONOXEHUA HaCTOAWEN WMHCTPYKUMM HecyT paboTHUKK
obpabartbiBalOLWLMX MHPOPMALIMIO OTPaHUYEHHOro A0CTYMa, a TakXe PYKOBOAUTENUN CTPYKTYPHbIX
noapasaeneHunia.

1.5. KoHTposnb cobnogeHns TpeboBaHUI HaCTOSILLEN MHCTPYKLMW BO3/araeTcs Ha OTBETCTBEHHOrO
nons3osatena CK3W.

1.6. Bce 06beKTbl OXpaHbl YupexaeHUsa OO/KHbI 6biTb 060pyA0BaHbl OXPaHHOM CUTHaNM3aumen,
nm6bo npefycmMaTpmBaTb KPYrnoCyTOHHOe AeXypCTBO.

1.7.0rpaxgarolime KOHCTPYKUMN OOBLEKTOB OXpaHbl [O/DKHbI MNpeanofsaratb CyLWEeCTBEHHbIe
TPYAHOCTW AN1A HapyLIUTENSA MO UX NPEOAOSIEHNIO.

2. [lonyck B NOMELLEHWS, B KOTOPbIX BeAETCA 00paboTKa
MHMOpMaLMn orpaHMYeHHOro Aoctyna

2.1.00CcTyn MNOCTOPOHHMX ML, B MOMELWEHUSA, B KOTOPbIX BedéTca 06paboTKa MHGopmauum
OrpaHMYeHHOro AoCTyna, [O/DKEH OCYLLECTBNSAETCA TONbKO BBUAY CNY>XeOGHOW HeobXoAMMOCTMU.
Mpn 3TOM, Ha MOMEHT MPUCYTCTBUS MOCTOPOHHUX /UL, B MOMELLEHUN [LO/DKHbI OblTb MPUHATHI
Mepbl MO HEeAOMYLEHUIO 03HAKOMJIEHUS TMOCTOPOHHUX /1L, C WHpOpMaumnei OorpaHUYeHHOro
fgocTyna.



2.2.0onycK COTPYAHWKOB B MOMELLEHWUS, B KOTOpbIX BeAéTcs 06paboTka WMHMDopmalmn
OrpaHMYeHHOro fJocTtyna, OoMopMAAeTca rMocne MOAMNUCaHUA COTPYAHMKOM o06s3aTtefnibCTBa O
HepasrfaweHMn W MNpoBeAeHUN WHCTPYKTaXa OTBETCTBEHHbIM mMosb3oBaTenem CK3W, nn6o
aAMUHUCTPaTopa MHMOPMaLMOHHOM 6e30MacHOCTH

2.3. B Hepabouee BpeMs MOMELLEHMS, B KOTOPbIX oOcyulecTBnsfetrcsa (yHKuMoHuposaHus CK3WU,
LO/MKHbI CTaBUTbCA Ha OXpaHy. Mpu 3TOM BCe OKHa U [BEPU B CMEXHble MOMELLEeHMA JO/KHbI ObITh
HagéXHO 3aKpbITbl, K/HOYEBbIE AOKYMEHTbl yOpaHbl B 3anupaemble LWKadbl (ceridbl), cpeacTsa
BbIYMCNTENIbHON TEXHUKM BbIK/THOYEHbI M60 3a6/10KMPOBaHbI.

3. Jonyck B cepBepHbie NMOMeELLeHUA

3.1. [ocTyn B cepBepHble MOMELLEHNA pa3pelléH TO/IbKO OTBETCTBEHHbLIM nosfb3oBatensam CK3WU,
OTBETCTBEHHOMY 3a TeXHW4YecKoe 006CNyXXMBaHME WH(POPMALMOHHOM CUCTEMbl, afMUHUCTPaTOPY

NHMOPMaLMOHHOM 6e30MacHOCTM U OTBETCTBEHHOMY 3a 06paboTKy WMHMOPMaLnUM OrpaHUYeHHOro

focTyna. Y6opKa cepBepHbIX MOMELLEHU A NPOUCXOAUT TOIbKO NPU CTPOTOM KOHTPO/E YKasaHHbIX

iy,

3.2. CepBepHOe nomelleHWe B 06513aTe/IbHOM MOPSAKE OCHALLaeTCA OXPaHHOW CuUrHanusauyuen, u
CUCTEMOI aBTOHOMHOIO NUTaHUA CPeACTB OXPaHbl.

3.3. [ocTyn B cepsBepHble NMOMELLEHUA MOCTOPOHHUX /AL, LOMYCKAETCA CTPOro Mo COrjiacoBaHMIo C
BblLLEMepeync/ieHHbIMU NLAMU.

3.4. HaxoxfeHue B CepBepPHbIX MOMELLEHUAX TMOCTOPOHHUX /L, 6e3 COMPOBOXAAKLWEro He
L0nyCcTUMO.

4. NonycK vy, B cneunoMeLl,eHuns

4.1. CneuynomelLeHVs BbILENAKT C YYETOM pasMepoB KOHTPO/IMPYEMbBIX 30H, PEriaMeHTUPOBAHHbIX
3KCM/lyaTauMOHHOM W TeXHUYECKOM [okyMeHTauueir K CK3W. TomeweHUss [OMKHbI UMETb

NMPOYHble BXOAHbIE [BEPU C 3aMKaMW, rapaHTUPYIOLWUMU HaAEXHOe 3anuMpaHue MNOMeLLeHN B

Hepabouee BpeMs. OKHa NoMeLLeHWI, pacrnoioXeHHbIX Ha NepBbIX UM MNOCNeLHUX 3TaXax 34aHuN,

a TakKXe OKHa, HaxofAlMecs OKOM0 MOXKAapPHbIX JECTHUL, M APYTMX MECT, OTKyZa BO3MOXHO

NMPOHMKHOBEHWE  MOCTOPOHHMX UL, B  CMeuynoMelieHUs,  HeobxoAmmo  060pyLnoBaThb

MeTa/lINYeCKUMMN pelléTKaMmmn WM CTaBHAMMW, OXPaHHOM CUrHanm3auuein 1 Apyrumun cpeictsamu,

NPEenATCTBYOWNMN HEKOHTPONVPYEMOMY NMPOHUKHOBEHWIO B CrieunoMeLLeHNS.

4.2 PasMelleHue, cneumancHoe o6OpyAoBaHME, OXpaHa W OpraHmMsaumsa  pexuma B

creynoMeLweHmax LOMKHbI UCKNKUYUTL BO3MOXKHOCTb HEKOHTPONUPYEMOro MPOHWKHOBEHUSA WNn

npebblBaHNSA B HUX MOCTOPOHHUX /L, a TakXXe MPOCMOTPa MOCTOPOHHUMW NMLaMU BedyLLNXCS

Tam pabor.

4.3. Ans npefoTBpaleHMs NMPOCMOTPa M3BHE CMeLnoMeLLeHU UX OKHa LO/DKHbI ObITh 3alyuLLeHbl
Xano3aMn U MIOTHbIMK 3aHaBECKaMMU.

4.4, CneynomelLeHns, AO/MKHbI ObITb OCHALLEHbl OXPaHHOW CUrHaNM3aLMen, CBA3aHHOM CO CnyXX60M
OXpaHbl 34aHWUA WKW [AeXYPHbIM MO0 Y4pexpaeHutoo. KcnpaBHOCTb CUrHanu3auuMmM HeobXoAMmo

nepmoanyeckn MpoBepsATb OTBETCTBEHHOMY nonb3osBatesito CK3W coBMecTHO C npeacrasuTenieM

CNyXO6bl 0XpaHbl UV AEXYPHbLIM M0 YUpeXKJeHUI0 C 0TMETKON B COOTBETCTBYIOLLMX XYpHaax.

4.5. AnA XpaHeHWs KIHYeBbIX AOKYMEHTOB, 3KCMyaTauMOHHON W TEXHWUYECKOW [OKYMeHTauuu,
yCTaHOBOYHbIX NakeToB CK3W [o/mKHO OblTb NpegycMOTPEHO HEeOoOXOAMMOE YMCN0 HaOEXHbIX

MeTa/I/IMYECKNX XpaHWUNULL, 060pYAO0BaHHbLIX BHYTPEHHMMWU 3aMKaMW C [ABYMS 3K3eMMisgpaMu

KMtoYel 1 KOLOBbIMW 3aMKaMW UM NPUCNOCOBNEHMAMWN ANS1 OMeYaTbiBaHUA 3aMOYHbIX CKBaXKWUH.

OauH 3K3eMnnAp KnoYa OT XpaHuUIULWa AO/MKEeH HaxoAWTbCA Y OTBETCTBEHHOrO MoJib30BaTens

CK3W, BTOPOI Ha NOCTY OXpaHbl.

4.6. Tlo OKOHYaHMIO paboyero AHA CreynoMeLLeHNe N YCTaHOB/IEHHbIE B HEM XpaHUANLLA LO/DKHbI
ObITb 3aKPbITbI, XPaHWU/IMLLA ONeYaTaHbl.



4.7. Knoun OT crieynomeLleHni, a Takxke K4 OT XpaHWIULWA, B KOTOPOM HaxoAATCA K/4YM OT
BCeX APYrMx XpaHWnuL, CcreunoMelleHns, B orneyvyaTaHHOM BWAEe [O/DKHbI ObiTb CAaHbl Mof
pacrnmncky B COOTBETCTBYHOLLEM XYpPHase CYyX6bl 0XpaHbl UM AeXXYPHOMY MO YUpexAeHuo
OLHOBPEMEHHO C nepejavert Nof 0XpaHy camux criewnomMeweHnia. Meyatun, npefHa3HavyeHHble A1
oneyarbiBaHUS XPaHWINL, AO/MKHbI HAX0AMTLCA Y nosb3oBateneit CK3W, OTBETCTBEHHbIX 3@ 3TU
XpaHunuuia.

4.8. Mpu yTpate K/4a OT XpaHUIULWEA WM OT BXOAHOW [ABepyu B CheunomelleHue 3aMOK
HeobX04MMO 3aMEHUTb WK MepesenaTb ero CEKpeT C U3roTOB/IEHNEM K HEMY HOBbIX K/touen. dakT
N3roTOB/IEHUS HOBbIX K/OYeN ObITb JOKYMEHTa/IbHO O(DOPM/IEHNEM B BU/E akTa B MPOM3BO/IbHOWN
(hopme. Ecniv 3aMOK OT XpaHuUnuLLa nepegenarb HEBO3MOXKHO, TO TaKoe XpaHuuLLe Heobxo4nMmo
3aMeHUTb. MopAfOK XpaHeHUS K/THYEBbIX JOKYMEHTOB Y TEXHUYECKOM, N 3KCM/yaTalIOHHOM
JokymeHTaumn K CK3W B xpaHuniuuie, OT KOTOPOro yTpayeH KoY, ycTaHaB/MBaeT

OTBETCTBEHHbIN Nosb3oBatesib CK3U.

4.9. B 00bl4HbIX YCNOBUAX CMeunoMeLLeHNA M HaXOAALWMECA B HUX OreyataHHble XpaHunuvuia
MOTYT ObITb BCKPbITbI TO/IbKO Mosib3oBaTenamm CK3W unm oTBeTCTBEHHbIM nosib3oBaTesieMm CK3U.
Mpy  06Hapy>XeHUUM MPU3HAKOB, YKasblBalOWMX Ha BO3MOXXHOE  HeCaHKLUMOHMPOBaHHOE
NPOHMKHOBEHME B 3TU MOMELLEHUNSA U XPaHWNLLE NMOCTOPOHHUX ML, O CAY4YUBLUEMCH AO/HKHO
OblTb  HEMEANIEHHO  COO06lEeHO  OTBETCTBEHHOMY  nonb3oBaTentdo  CK3W.  [pubbinia
OTBETCTBEHHbLIN  Monb3oBaTelb  CK3W  fO/MKEH  OUEHUTb  BO3MOXHOCTb  KOMMpOMeTauuu
XPaHALWMXCA K/OYEBbIX N APYTUX AOKYMEHTOB, COCTaBUTb aKT W MPUHATb, MPU HEO06XO0AUMOCTH,
Mepbl K NOKaiu3aunn nocnefcTBuini KOMnpomeTaunm MHMOOPMaLMM OrpaHMYEHHOro AoCcTyna u K
3aMeHe CKOMMPOMETMPOBaHHbIX KPUMTOK/HOYEN.

4.10. PasveweHne n moHTaxX CK3W, a Takxe gpyroro o6opynosaHuns, PYHKLVOHMPYIOLLETO C
CK3W, B crneynomelleHNAX A0MKHbI CBECTU K MUHUMYMY BO3MOXXHOCTb HEKOHTPOIMPYEMOTO
[oCTyna MOCTOPOHHUX /NNL, K YKa3aHHbIM CpeacTBam. TexXHU4YeckKoe 06C/yXuBaHWe TaKoro
060pyl0BaHMA U CMEHa KPUMTOK/OYEn OCYLLEeCTBAAKTCA B OTCYTCTBME NUL, He AOMYLEHHbIX K
paboTe ¢ faHHbIMKM CK3W.

4.11. Ha Bpemsa otcyTcTBMs nosnb3oBaTeneit CK3W ykasaHHOe o6opypoBaHve, Mpu Haln4dumy
TEXHUYECKOW BO3MOXXHOCTU, LO/HKHO 6bITh BbIK/IKOYEHO, OTK/HOYEHO OT JIMHUKU CBA3U U YyBpaHo B
onevarbiBaeMble XpaHuAuUWa. B nNpoTMBHOM Ccfyyae MO COr/f1acoBaHUIO C OTBETCTBEHHbLIM
nonb3oatenem CK3W/ Heob6xoaMMo npefycMOTpeTb  OpraHum3auMOHHO-TEXHUYECKME  Mepbl,
MCKMYarLwme BO3MOXHOCTb UCnob3oBaHNA CK3W NOCTOPOHHMMW NnLaMm.



